[Tpuwioxkenue 2. MTHGOpMamOHHAs TaMATKA JIJIs1 O0OYYaAIOIIUXCSA 1JIsT pa3MeleHUs Ha
oduInasbHbBIX UHTEPHET-PECYPCaX

C KaxKJIbIM I'OZJOM MOJIOAEXKHU B UHTEPHETE CTAHOBUTCSA 6OJ'IbIJ_Ie, a IIKOJIBHUKHW OJHU N3 CaAMBIX
aKTUBHBIX TOJb30BaTesiell PyHera. Mexay TeM, IIOMHMO OTPOMHOTO  KOJIMYECTBA
BO3MOXKHOCTEH, MHTEPHET HeceT U MpoOseMbl. DTa maMsATKa J0JDKHA TOMOYb Tebe Ge301macHo
HaXOJUTHCA B CETH.

KoMmnbroTepHbI€ BUPYCHI

KoMnpioTepHBIH BHpPYC - 5TO Pa3HOBUAHOCTh KOMIIBIOTEDHBIX IIPOTPAMM, OTJIMYUTETHLHOM
0COOEHHOCTHIO KOTOPOH SBJISIETCS CIIOCOOHOCTh K Pa3MHOXKEHHIO. B JI0TMOJIHEHHE K 3TOMY,
BUDYChI MOTYT IIOBPEAUTh WJIU IIOJHOCTHIO YHUUYTOXKHUTH Bce aiiibl U JIaHHBIE,
IIO/IKOHTPOJIbHBIE II0JIb30BATENI0, OT HMEHU KOTOpOro Oblla 3alylleHa 3apakeHHas
IporpamMMa, a TaKXKe MOBPEIUTh WIN Ja)Ke YHUUYTOXKUTh ONEPALMOHHYIO CHUCTEMY CO BCEMU
(datinamu B 1iesioM. B 60/IBIIMHCTBE CIydaeB pacIpoCTPAHAIOTCA BUPYChl Yepe3 HHTEPHeT.

MeToab1 3alIUTHI OT BPE€AOHOCHBIX ITPOTPaMM:

1. I/ICHOJIBB}’ﬁ COBPEMEHHBIE OII€EpAllMOHHbIE CUCTEMbI, UMEIOIIHNE CprGSHbeI YPOBEHD 3alTUTHI
OT BPEAOHOCHBIX ITPOIPpaMM;

2. IlocrossHHO ycraHaBnwBail mnauth (mUdPOBBIE 3aIIaTKH, KOTOPHIE aBTOMATHUYECKU
YCTAHABJIMBAIOTCA C IEJbI0 JOpa0OTKU IPOTPAaMMbI) H JpyrHe OOHOBJIEHUSI CBOEH
OTeparnoHHOM cucTeMbl. CKauMBai UX TOJIBKO ¢ 0pUIHATBHOTO caiiTa pazpaborunka OC. Eciu
CYIIIECTBYET PEKUM aBTOMATHYECKOTO OOHOBJIEHUS, BKJIIOYH €T0;

3. PaGoTaii Ha CBOEM KOMIIbIOTEDE I10/] IIPABAMHU I10JIb30BATEJIsA, & HE aJIMUHICTPATOpa. ITO He
ITO3BOJIUT GOJIBIITMHCTBY BPEAOHOCHBIX IIPOTPAMM MHCTA/UITUPOBATHCSA HA TBOEM MIEPCOHATHPHOM
KOMIIBIOTEPE;

4. Wcnonp3yil aHTUBUPYCHble IPOTpPaMMHbIE IPOAYKTHI HM3BECTHBIX IPOU3BOJUTENEU, C
aBTOMAaTHYeCKUM OOHOBJIEHHEM 0a3s;

5. Orpannub GU3NYECKUH TOCTYI K KOMIIBIOTEPY JIsl IOCTOPOHHUX JIMIL;

6. Vcnosnp3yil BHelIHHEe HOcuTeau WHGOpMAIUM, Takue Kak (uemnika, auck win dain us
WHTEPHEeTa, TOJIbKO U3 IPOBEPEHHBIX HCTOUYHUKOB;

7. He OTKpBIBail KOMIBIOTEPHBIE (Pailbl, MOJIyYeHHbIE U3 HeHAJ|e?KHbIX NCTOYHUKOB. Jlaxke Te
(atisipl, KOTOpPBHIE TPUCIIAI TBOM 3HAKOMBIH. JIydllle yTOUYHH y HEro, OTIIPABJISII JIU OH TeOe HX.

Cetun WI-FI

Wi-Fi - aT0 He BU/I Iepe/ilauu JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIb OpeH 1, Mapka. Eme B 1991
rofly HUJepJaH/AcKasg KoMIaHUA 3aperucrpupoBaia Openyn "WECA", uro o0603Hadano
cinoBocouetanue "Wireless Fidelity", koTophbiii mepeBoguTes Kak "0eCIpoBOHAS TOYHOCTE .

Jlo Harero BpeMeHH JolIa Jipyras abbpeBuaTypa, KOTopas sBJISIETCSA TAaKOU Ke TEXHOJIOTHEM.
dro abbpesuarypa "Wi-Fi". Takoe Ha3BaHme ObLIO JAaHO C HAMEKOM Ha CTAHIAPT BbICIIEH
3ByKOBOH TexHUKU Hi-Fi, yTo B mepeBo/ie 03HauaeT "BHICOKASA TOYHOCTD .



a, OecIlaTHBI HHTEPHET-JOCTYI B Kade, OTeNAX UM a’poIopTax sABJAETCA OTIUYHON
BO3MO>KHOCTBIO BBIX0/Ia B UHTepHeT. HO MHOTHE 5KCIIepThl CUUTAIOT, YTO 001meocTyHbIe Wi-
Fi cetu He ABnAIOTCA 6€30IIaCHBIMU.

CoBeTbl 110 6e30macHOCTH PabOTHI B O0IIEAOCTYIIHBIX ceTsax Wi-fi:

1. He mepenaBaii cBoro JuuHyr0 nHMopmamuo dyepe3 obmenoctynubie Wi-Fi cetu. Pabotasa B
HUX, XKe€JIaT€JIbHO HE BBOJAUTD I1IapOJIX JOCTYyIIa, JIOTHUHBI U KaKHEe-TO HOMEpPaA,;

2. Hcmonp3yil m OOHOBJIAM AaHTHUBUPYCHBIE NporpaMMmbl U OpaHaMayep. TeM caMbIM ThI
obe3omacuiib ce6s OT 3aKaYKHU BIPYyca Ha TBOE YCTPOUCTBO;

3. IIpu ucnosszoBanuu Wi-Fi otkmtoun dyaknuio "O6muil goctyn k ¢aiyiam 1 npuHTEpam'.
JanHast QyHKIHSA 3aKphITa [0 YMOJTYAHUIO, OJJHAKO HEKOTOPBHIE ITOJIH30BATENI aKTUBUPYIOT €e
111 yro6CTBa UCIIOIb30BaHUSA B paboTe Uiu yuebe;

4. He ucnonpayit myomunaubii WI-FI 1 epegayu JTUYHBIX JIAHHBIX, HAITPUMED JIJIST BBIXOZA B
COIMAJIbHBIE CETU WU B BJIEKTPOHHYIO IIOYTY;

5. Mcnonp3yit TosibKO 3armuineHHoe coenuHenue yepe3 HTTPS, a ue HTTP, T.e. mpu Habope
Beb-azpeca BBoaAU nMeHHO "https://";

6. B mo6unbHOM Tesepone otkaoun pyHknuio "Ilogxkirouenue k Wi-Fi aBTomatuuecku'". He
ZIOTyCKall aBTOMAaTUYECKOTO MOJKIIOUEHUs YCTPOIcTBa K ceTAM Wi-Fi 6e3 TBoero coriacus.

COIII/IaJII:HI)Ie ceTn

ComuasbHbIE CETH AaKTUBHO BXOJAAT B HAIy JKU3Hb, MHOTHE JIIOAU PabOTAIOT W KUBYT TaM
mocrogHHO, a B Facebook yxe 3aperucrpupoBaH MWIIHApP[ YEIOBEK, UTO SBJISETCS OTHOU
cebMOI BceX JKHUTesIed IIaHeThl. MHOTHE T0JIb30BaTeId He MOHUMAIT, YTO HH(OpManusi,
pa3MellieHHas UMY B COITMAIBHBIX CETSX, MOYKET ObITh Hali/leHa W UCII0JIb30BaHA K€M YTOIHO, B
TOM YHCJIe He 00s13aTeIbHO ¢ 6JIariMU HaMePEHUSIMH.

OCHOBHBIE COBETHI 110 O€30IIaCHOCTI B COIIMAJIbHBIX CETAX:

1. OTpaHUYb CIIUCOK Apy3eid. Y TeOs B APY3bsX HE JOJDKHO OBITh CIIyYaiHBIX M HE3HAKOMBIX
JIIOJTET;

2. 3amumiai cBO YacTHYIO KHU3Hb. He ykaspiBall maposu, TesnedOHBI, azpeca, JaTy TBOETO
POXJIeHUA U JIPYTYIO JIMYHYI0 UHGPOPMAIUIO. 3JI0YMBIIIJIEHHUKU MOTYT HCIIOJIb30BaTh JaKe
UH@OPMAIHIO O TOM, KaK Thl U TBOU POJIUTENH IVIAHUPYETEe IPOBECTU KAHUKYJIBI;

3. 3amuinai CBOIO pEmyTalHio - JAEPKU ee B YHCTOTE M 3a/7aBail cebe BOIPOC: XOTeJl ObI ThI,
4yTOOBI pyrue IOJb30BaTeIN BHUEIU, YTO ThI 3arpykaemib? Ilogymai, mpexJie yeM 4YTO-TO
OHy6JII/IKOB3.Tb, HaItucCaTb U 3arpy3uTh;

4. Ecyii THI TOBOpHUIIG C JIIOABMHU, KOTOPHIX HE 3HAelllb, HE UCIIOJIb3YH CBOE peajlbHOe UM U
ZPYTYIO JIMYHYI0 HHGOPMAIUU: UMs, MECTO KUTEIHCTBA, MECTO YUeObl U IIpoyee;

5. V3berati pasmernienusa ¢ororpaduii B MIHTEpHeTe, I/ie Thl M300pakeH Ha MECTHOCTH, IIO
KOTOPOU MOKHO OIIPEJIEJTUTh TBOE MECTOIIOJIOKEHUE;

6. Ilpu perucrpanyii B COIMAJIBHOH CETH HEOOXOJIMMO HCIIOJIb30BaTh CJIOKHBIE I1apOJIH,
cocTosIue U3 OYKB U UMD U ¢ KOJIMYECTBOM 3HAKOB He MeHee 8;



7. 171 conuanbHOM CeTH, MOYTHI U JIPYTHX CAHTOB HEOOXOAMMO UCIIOJIH30BATh Pa3HbIe ITAPOJIH.
Torna ecsiu Te6s1 B37IOMAIOT, TO 3JI0YMBIIIJIEHHUKHU TOJIYYaT JOCTYI TOJIBKO K OJHOMY MeCTY, a
He BO BCe Cpasy.

AJIEKTPOHHBIE IEeHbI'U

JJIEKTPOHHBIE JIEHbIHM - 35TO OYEHb VAOOHBIM CIIOCOO IUIaTEKeH, OJIHAKO CYIIECTBYIOT
MOIIIE€HHUWKH, KOTOpre XOTAT HOJIy‘-II/ITb 9TU JE€HbI'H.

SJIeKTpOHHI)Ie J€HbI'l IIOABHJIMCH COBCEM HEJAaBHO MW HMEHHO H3-3a 3TOrO BO MHOTIHX
rocygapCrBax a0 CUX IIOP HE IIPOIIMCAaHO IIPO HUX B 3aKOHAX.

B Poccuu xe oHU QYHKIMOHHUPYIOT U O HHUX y)Ke IIPOIUCAHO B 3aKOHE, T7le UX Pa3/esiaioT Ha
HECKOJIbKO BHJIOB - aHOHUMHBIE U HE aHOHUMHBIe. Pa3HHIA B TOM, YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX paspeliaeTcs IIPOBOAUTH omepanuu 0e3 ueHTU(UKAUU II0JIb30BaTesIsA, a B
HEeaHOHUMHBIX UJIeHTU(DUKAIUSA [T0Ib30BATENIS ABJIAETCA 00A3aTeIbHOM.

Taxke cdlenyer pas3jindarb JSJIEKTPOHHBIE (I)I/IaTHI)Ie J€HbI'l (paBHI)I rocyapCTBEHHBIM
BaJII'OTaM) U SJIECKTPOHHBIE He(bI/IaTHbIe J€HbI'l (He PaBHBI TOCYyIaPCTBEHHBIM BaJIIOTaM).

OcHOBHBIE COBETHI M0 6€30MacHON paboTe C 3JIEKTPOHHBIMU JIeHbIraMU:

1. IlpuBsskuM K cueTy MOOWJIBHBIA TesedOH. DTO camMblii YAOOHBIH U OBICTPBIH CIIOCOO
BOCCTAaHOBUTH JIOCTYI K c4ueTy. I[IpuBA3aHHBIA Tesie)OH TIOMOKET, €Cciu 3a0yAelib CBOH
IUIATEKHBIN ITAPOJIh WJIX 3a/IeNTh Ha CAUT ¢ HE3HAKOMOTO YCTPOMCTBA;

2. Vcnosip3yit oiHOpasoBble nmaposu. [Tocite mepexozia Ha YCUJIEHHYIO aBTOpPHU3AIUIo0 Tebe yxe
He OyZIeT yrpoXKaTh OIACHOCTH KPaXKH FJIH IIepexBaTa IIaTeXKHOTO MapoJIs;

3. Beibepu ciioxxHBIN mapostb. IIpecTymHukaMm OyZeT He MPOCTO YrafaTh CJIOXKHBIA MapoJb.
Hapne)xHble aposu - 3TO MapoJIu, KOTOPhIE COJIEPKAT He MeHee 8 3HAKOB U BKJIIOUAIOT B cebs
CTPOYHBIE U MPONUCHBIE OYKBBI, (PPl U HECKOJIBKO CHMBOJIOB, TaKHe KaK 3HAK J0JIIapa,
(dynTa, BocknnarenbHbIN 3HaK U T.11. Harmpumep, $tRong!;;

4. He BBO/IM CBOM JIMUHBIE JJAHHBIE HA caliTaX, KOTOPHIM HE JIOBEPSEIIID.
AJIEKTPOHHAs MoUTa

OJIeKTPOHHAsA IIOYTA - 3TO TEXHOJIOTHA U IIpeZIoCTaBjsAeMble €0 YCJIYyTH IO IepechbUIKe U
MTOJIyYEHUIO BJIEKTPOHHBIX COOOINEHUH, KOTOPbIE PACHPENESIOTCA B KOMITBIOTEPHON CETH.
OOBIYHO  DJIEKTPOHHBIA  TMOYTOBBIA  SIIUK  BBIMVIAAUT  CJIEAYIOIIAM  0Opasom:
UMs_II0Jb30BaTeNA@uUMsA_JoMeHa. Takke KpoMe Iepefjauyd IIPOCTOTO TeKCTa, UMeeTcs
BO3MOKHOCTB IlepeZiaBaTh (pailyibl.

OcHOBHBIE COBETHI 0 6e30I1acHON paboTe C 3JIEKTPOHHOU ITOYTOM:

1. Hamo BbIOpaTh IpaBUJIbHBIN IOUYTOBBIA cepBUC. B MHTepHeETe ecTh OTPOMHBIM BBIOOD
OecIUTaTHBIX OYTOBBIX CEPBUCOB, OJIHAKO JIYUIIlEe JJOBEPATh TEM, KOTO 3HAEIIb U KTO NEPBHIU B
pelTuHre;

2. He yxkasplBall B JIMYHON MouTe JIUYHy0 uH@opmanuio. Hampumep, Jydine BbIOpaTh
"My3bIKQJIbHBIN_(aHaT@" win "pok2013" BMecTo "Temai13";



3. Mcnonp3yil ABYXSTAHYI0 aBTOPHU3ALMI0. DTO KOIZIa IOMUMO IapoJiA HY»KHO BBOJUTH KO/,
npuckLIaemMbi no SMS;

4. Bp16epu CJI03KHBIHA TTapoJib. JIJIsT KaXK0TO IMMOYTOBOTO SAIIUKA J0JIKEH OBITh CBOM HAJIEXKHBIN,
YCTOMYUBBIN K B3JIOMY IIapOJIb;

5. Eciu ecth BO3MOKHOCTH HAIWCaTh CaMOMY CBOU JIMYHBIA BOIPOC, HCIOJIB3YH BTy
BO3MOXKHOCTB;

6. Mcnosb3yil HECKOJIBKO ITOYTOBBIX SAMIUKOB. [1epBbIii /1JIs YaCTHOM HEPENNCKU C aJIpecaTaMy,
KOTOPBIM ThI JIOBEPsIeIIb. DTO 3JIEKTPOHHBIN aZipec He HaJ[0 UCI0IH30BaTh IIPU PETUCTPAIINY Ha
¢opymax u caiitax;

7. He oTkpbIBail daiyiel U ApyTHe BJIOXKEHUS B MHChMAX, JIa’Ke eI OHU IPHUIIUIM OT TBOUX
npyseil. Jlydiiie yTOUYHU Y HUX, OTIIPABJISAIIN JIM OHU Tebe 5TH daiiibl;

8. ITocsie okoHUaHMUS PabOTHI HA IIOYTOBOM CEPBHCE IEPE 3aKPHITHEM BKJIAJKH C CAUTOM HE
3a0yap HaKaTh HA "BeridTu".

Ku6epOy/LIMHT WJIN BUPTYyaJIbHOE HU3/1€BaTe/IbCTBO

KubepOy/tuHr - Ipecyie/loBaHHE COOOIIEHUSMHU, COZEPIKAIIUMU OCKOpPOJIEHUs, arpeccuio,
3aIlyTrUBaHNe; XyJIUTAaHCTBO; CONMAIbHOE OOMKOTUPOBAHUE C IIOMOIIBIO PA3INYHbIX HHTEPHET-
CEPBUCOB.

OcHOBHbIE COBETHI 10 60pBbE ¢ KHOEPOYJITMHTOM:

1. He Opocaiica B 60i. JIyumuii crocob: ITOCOBETOBATHCA Kak ceOsl BECTU U, €CJIU HET TOTO, K
KOMY MOZKHO O6paTI/ITbCH, TO BHadaJie YCIIOKOHUTLCA. Ecotmu TBI HauHemb OTBeYaTb
OCKOPOJIEHUSIMHU Ha OCKOPOJIEHHS, TO TOJIBKO elle 60JIbIle Pa30kiKellb KOHMIIUKT;

2. YopaBiisiii cBOel KubepperyTaruen;

3. AHOHUMHOCTD B CETU MHHMasl. CYH_[eCTBYIOT CII0COOBI BBIACHHUTDH, KTO CTOUT 3a AHOHHNMHBIM
AKKAayHTOM,;

4. He crouTt BecTu XyJUTraHCKUH 00pa3 BUPTYaJIbHOH KU3HU. IHTEpHET UKCUPYET BCE TBOU
Jle¥iCTBUSA U COXpAHAET UX. YIAINTh UX Oy/ieT KpaiiHe 3aTpyAHUTEIBHO;

5. Cobutrofiaii CBOXO BUPTYAJIbHYIO UE€CTh CMOJIOAY;

6. UrHopupyil enwHUYHBIN HeratuB. OJHOPA30BbIE OCKOPOUTENIbBHBIE COOOIIEHUS JIydllle
UTHOPUPOBaTh. OOBIYHO arpeccus MpeKpaniaeTcs Ha HAYaIbHOM CTaJIHH;

7. ban arpeccopa. B mporpammax o6MeHa MTHOBEHHBIMU COOOIIEHUSAMHU, B COITUAJIBHBIX CETAX
€CTh BO3MO>KHOCTb OJIOKMPOBKH OTIIPABKU COOOIIEHUH C OIIpeie/IEHHBIX aJ[PeCcoB;

8. Eciu ThI cBUjieTesb KubepOysutnHra. TBou JIefCcTBUA: BBHICTYIUTH IIPOTUB IpeCcJie/loBaTes,
II0OKa3aTh €My, YTO €ro JIeHCTBUS OLIEHUBAIOTCSA HEraTUBHO, IOJJIep:KaTh JKEPTBY, KOTOPOH
Hy’KHa MCHUXO0JIOTHYECKAsA IMOMOIb, COOOIIUTH B3POCJIBIM O (paKTe arpecCHBHOTO MOBEEHUS B
CeTH.

Moo6uiabHbINI Te1edOH



CoBpeMeHHbIe cMapT)OHBI U IIJIAHIIETHI COJIEPKAT B cebe BIIOJTHE B3POC/IBIM (YHKIIHMOHAT, U
Telepb OHM MOTYT KOHKYPHUPOBATh CO CTAI[MOHAPDHBIMU KoMmbloTepamu. OJIHAKO, CpesiCTB
3aITUTHI JIJIA MOAOOHBIX YCTPOMCTB ITOKA OUYeHb Masio. TecTHpOBaHME U MOUCK YSA3BUMOCTEH B
HUX IIPOUCXOAUT He TaK MHTEHCUBHO, kKak ;i IIK, To ke camoe kacaercsi M MOOMJIBHBIX
MIPUJIOKEHUH.

CoBpemeHHble MOOWIbHBIE Opay3ephl y»Ke IPAKTHUUECKH JOTHAJINU HACTOJIbHBIE aHAJIOTH,
OJIHAKO paciiupeHre (QyHKIMOHAJIA BJeYeT 3a COO0N OOJIBIIYIO CIJIOKHOCTD M MEHBIIYIO
3aITUIIEHHOCTb.

Jlameko He Bce MPOU3BBOAUTENN BBIMYCKAIOT OOHOBJIEHHSA, 3aKPBIBAIOIINE KPUTUYECKUE
yA3BUMOCTH JIJI1 CBOUX YCTPOUCTB.

OcHOBHBIE COBETHI /17151 6€30ITaCHOCTH MOOHMIBHOTO TesieOHa:

Huuero He sABisgeTcs IMO-HaCTOAIIEMY OecIIaTHBIM. Byllb OCTOPOXKEH, BE€Ab KOIAa TeOe
mnpeajararnT OecIIaTHBIN KOHTEHT, B HEM MOTIYT OBITh CKPbIThI KaKHe-TO IIJIaTHbIE YCIIYTH;

Hdymaii, mpexze ueM oTrpaButh SMS, ¢oto mnu Buzmeo. Thl TOYHO 3HAEINb, Te OHU OyIyT B
KOHEYHOM HUTOTe?

Heo0xo1M0 0GHOBJIATH OIIEPAIMOHHYIO CUCTEMY TBOEro cMapTgoHa;
Vcrionp3ylt aHTUBUPYCHBIE TPOTPAMMGBI JIJIsI MOOMJIBHBIX TeJIe(OHOB;

He 3arpy>1ca171 IPpWIOKEHUA OT HEU3BECTHOTO HCTOYHHKA, B€Ab OHH MOTIYT COAEPXKATb
BpPE€AOHOCHOE ITPOIrpaMMHO€E O6ECHe‘-IEHI/Ie;

ITocse Toro Kak ThI BBIIZEIIb C CAWTA, I/le BBOAWI JIMYHYIO UHPOPMALUIO, 3ali/IU B HACTPOUKU
Opaysepa u yganu cookies;

[Tepnoanyecku MpoBepsi, KaKUe MJIaTHBIE YCJIYTU AKTUBUPOBAHBI HA TBOEM HOMEDPE;

JaBaii cBOIl HOMEP MOOWJIBHOTO TeyiepOHA TOJIBKO JIIOASAM, KOTOPBIX Thl 3HAEIIb M KOMY
JIOBepSIeIlIb;

Bluetooth moskeH OBITH BBIKJIIOUEH, KOT/Ia Thl MM He IOJIb3yellbcs. He 3a0biBaii WHOTAA
MPOBEPSATH 3TO.

Online urpsi

COBpeMeHHbIe OHJIafIH-I/II'pr - 3TO KpaCO4YHbI€, 3aXBaTbhIBAIOIIIKE Pa3BJICUECHUA, O6’I)e]_'LI/IHHIOIIII/I€
COTHH ThICAY YEJIOBEK II0 BCEMY MUDPY. I/II‘pOKI/I ucciaeagynT I[aHHbIﬁ UM MHUp, O6IIIaIOTCH ApyT C
APYrOM, BBIIIOJIHAIOT 3aaHUA, CPAXKAKOTCA ¢ MOHCTPpAMH M IIOJIy4alOT OIIBIT. 3a YAOBOJIBCTBHE
OHMH IJIATAT: IIOKYIIAIOT ANCK, OIVIAYUBAIOT abOHEMEeHT MIN an/Io6peTa10T KaKHe-TO OIIIUH.

Bce aTu cpencTBa uAyT Ha IOJIep;KaHUE W PA3BUTHE UTPHI, a TaK)Ke HA caMy 0e30HacHOCTD:
COBEPIIIEHCTBYIOTCS CUCTEMBI aBTOPHU3AIINHU, BBIITYCKAIOTCA HOBBIE MaTYd (I(pPOBBIE 3aILIATKH
JUISI IPOTPaMM ), 3aKPBIBAIOTCS YSI3BUMOCTU CEPBEPOB.

B HOHO6HBIX urpax CTouT oOIacaTbCA HE CTOJIBKO CBOHUX COIIEPHHKOB, CKOJIBKO KpaXXH TBOETrO
I1apoJid, Ha KOTOPOM OCHOBaHA CUCTEMA aBTOpHU3allhn1 GOJIBIIIHCTBA urp.

OCHOBHBIE COBETHI 110 0€30I1aCHOCTH TBOETO HUI'POBOTO aKKayHTa:



1. Ectn ipyroii urpok BejieT ceOsl IIJIOXO WJIU co3/aeT Tebe HEMPUATHOCTH, 3a0JI0KUPYH €ro B
CIIVICKE UTPOKOB;

2. [Moxasyiicss aAMUHUCTPATOpPaM UIPhl HA IUIOXOE IOBEJIEHHE 3TOTO UTPOKA, JKeJaTeJIbHO
MIPWIOXKUTH KaKHe-TO J0KA3aTeIhCTBA B BUIE CKPHHOB;

3. He ykaspiBaii uuHyto nHpopMaIuio B mpodariyie Urphl;
4. YBaxkall PyruX YUaCTHUKOB I10 UTPE;

5. He ycranaBiuBaii HeodunpaabHble TATYH U MOJIBI;

6. Mcnosb3yii cjI0>KHBIE U pa3HblIe MTapOJIH;

7. Jaxke BO BpeMA UI'PDbI HE CTOUT OTKJIIOYATh aHTHUBHPYC. Iloka Tb1 Urpaeuib, TBOH KOMIIbIOTED
MOTYT 3apa3uTh.

POuimuHT WiIn Kpaxa JIUIYHbIX TaHHbIX

OOBIYHOM Kpajkel JieHer U JOKYMEHTOB CErOj[HsS y:Ke HHUKOTO He YAUBHIINb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTUHA 3JIOYMBIIIVIEHHUKN II€PEMECTUJINCh B HWHTEPHET, U IMPOJIOJIKAIOT
3aHuUMAaTbhCA "II0OUMBIM" IEJIOM.

Tak mosBWIach HOBas Yrpo3a: HHTEPHET-MOIIEHHUYECTBA WM (DHUIIMHT, IJIaBHAsA IIeJIb
KOTOPOTO COCTOUT B IOJIYYeHUU KOH(UIEHIIMAIbHBIX JAHHBIX I0JIL30BATENIeld - JIOTHHOB U
naposieii. Ha anriuiickom si3bike phishing ynrtaercs kak ¢umwuar (ot fishing - peibHas 0B,
password - 1apoJib).

OcHOBHbBIE COBETHI 10 6HOPBHHE ¢ DUIIHTHTOM:

1. Cenu 3a cBOUM akKayHTOM. Eciyii ThI MO03peBaelb, YTO TBOSI aHKeTa ObLa B3JIOMaHA, TO
HeobXoAMO 3a6JI0KUPOBATh €€ U COOOIIUTH aIMIHHUCTPATOPaM pecypca 00 3TOM KaK MOXKHO
CKOpee;

2. Hcnonp3yii Oe3omacHble BeO-CAaUThI, B TOM 4YHCJE, MHTEPHET-MAara3uHOB U ITOMCKOBBIX
CHUCTEM;

3. Hcmonp3yél ciiokHble U pas3Hble Maposu. Takum oOpa3oM, ecau Tebs B3JIOMAIOT, TO
3JIOYMBIIIIEHHUKH MOJIydaT JOCTYII TOJIBKO K OJTHOMY TBOEMY IPOMIIIIO B CETH, a HE KO BCEM;

4. Ecu Tebs B3/I0Masid, TO HEOOXOAWMO NPEAYNPEAUTh BCEX CBOUX 3HAKOMBIX, KOTOPbIE
7100aBJIEHBI Y TEDS B JIPY3bsX, O TOM, YTO TeOsI B3JIOMaTd W, BOBMOXKHO, OT TBOEr0 UMEHH Oy/IeT
pacchLIaThCsA CIIaM U CChIKM Ha (DUIITMHTOBBIE CAiTHI;

5. YcranoBu HajiexKHbIH aposib (PIN) Ha MoOWIbHBIHM TestedoH;
6. OTKJII0YM COXpaHeHMe apoJisi B Opaysepe;

7. He oTKpbIBail aliyibl M APYTHe BJIOKEHUSA B IMHCHhMAaX, Ja’Ke €CJIM OHU IPUIILJIH OT TBOHX
Zipy3eii. JIydiie yTouH! y HUX, OTIIPABJISLIIN JIM OHU Tebe 3TH (aiiibl.

IMudposaa penmyranusa

[MudpoBas pemyranus - 5TO HeTaTUBHAsA WM IO3WTUBHAsA HHGoOpMaunus B ceTH O Tele.
Kommnpomerupytomasa uHpopmanus, pa3MelleHHas B UHTEPHETE, MOXKET Cepbe3HbIM 00pa3omM



OTPa3UThCSA HA TBOEH peasbHOM ku3HU. "lludpoBas pemyramusa" - 3T0 TBOU UMUK, KOTOPBIT
dopmupyercs u3 uadopmanuu o Tebe B HHTEPHETE.

TBoe MecTO KUTeJbCTBA, yueObl, TBOe (UHAHCOBOE IIOJIOXKEHUe, 0COOEHHOCTH XapakTepa U
pacckasbl 0 OJIM3KUX - BCe 3TO HAaKAIUIMBAETCA B CETH.

MHoOTHE TOJPOCTKHU JIETKOMBICJIEHHO OTHOCATCSA K IHyOJIMKAIUM JIMYHOM WHMOpMAIUU B
I/IHTepHeTe, HE ITIOHUMAad BO3MOXKHBIX HOC]IeILCTBI/II;'I. Tw1 JaKe He CMOZKeEIIb A0ragaTrbCa O TOM,
yto ¢ortorpadus, pa3MelleHHas 5 JIeT Ha3aJl, CTaja IPUYMHON OTKa3a MPUHATH Tebs Ha

pabory.

KomMmenTapuu, pazMmenienre TBoux ¢potorpaduii u pyrue AEHCTBUA MOTYT HE UCUE3HYTH TaKe
IIOCJIe TOTO, KaK ThI UX YJAJIUIb. Thl HE 3HAEIIh, KTO COXPAHWI 3Ty UHGOPMAIUIO, TTOTaja U
OHa B IIOHUCKOBBIE CHCTEMBI M COXpaHUJIACh JIM OHA, a IVIaBHOE: 4YTO IOAYyMalT O Tebe
OKpY>KaloIl1e JIIO/IU, KOTOPble HAUYT U YBUAAT 5T0. Haltu mHpOpMANUI0 MHOTO JIET CITyCTS
CMOXKET JII0OOH - Kak u3 JIOOPHIX MOOYKAEHUH, TaK U ¢ HaMepeHUeM NMPUYUHUTH Bpea. ITO
MOZKET OBITh KTO YTOZHO.

OCHOBHBIE COBETHI I10 3amuTe MUGPOBON PEMyTAIUHT:

1. ITogymaii, mpexze ueM 4TO-TO IyOJIMKOBATh U IepefaBath y cebs B 6J10Te WJIN B COIUATIBHOU
cery;

2. B mHactpoiikax mpodus ycTaHOBM OTPAHMUYEHMS Ha IMPOCMOTP TBOEro MPOGUIS U €ro
COJIEPKUMOTO, CZiesIali €ro TOJIbKO "IjisA py3ei’”;

3. He pasmemaii u He yka3biBall HWH(QOpPMAIHIO, KOTOPAs MOXKET KOTO-JIM00 OCKOPOJIATHh WJIN
00MKaTh.

ABTOpCKOE IpaBo

CoBpeMeHHBIE MIKOJIBHUKUA - AKTHUBHBIE IIOJIb30BaTesu IUPOBOro mnpocrpasHcrsa. OpHako
JIAJIEKO He BCE 3HAIOT, YTO IOJIb30BaHUE MHOTHMH BO3MOXKHOCTSMHU ITU(POBOrO MUpa TpebyeT
co0JTI0/IeHN s IIPaB Ha UHTEJJIEKTYIbHYI0 COOCTBEHHOCTb.

TepMmuH "WHTEJUIEKTyasbHAast COOCTBEHHOCTH' OTHOCHUTCA K PA3JIMYHBIM TBOPEHUSIM
YeJIOBEUEeCKOT0 YMa, HAUMHAsA ¢ HOBBIX N300pETEeHUI U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTD
Ha MOpPOAYKTbl U YCJYTH, U 3aKaHUMBAsA KHUTaMHU, (¢oTorpadpuaMH, KUHOPUIbBMAMU U
MY3BIKAJIBHBIMHU ITPOU3BE/IEHUAMU.

ABTOpCKUe IIpaBa - 3TO MPaBa Ha UHTEJUIEKTyJIbHYI0 COOCTBEHHOCTh Ha MMPOU3BEAEHUA HAYKH,
JIUTEPATYypPhl U HCKYyCCTBA. ABTODCKME IIpaBa BBICTYHNAIOT B KauyecTBe TapaHTHUU TOTO, YTO
WHTEJUIEKTyJIbHBIN/TBOPUYECKUH TPYZ, aBTOpa He Oy/eT HaImpacHbIM, JIJaCT €My CIIpaBefIiBbIe
BO3MOXKHOCTH 3apaboTaTh Ha pe3ysIbTaTaXx CBOEro TPY/la, MOJyUYUTh U3BECTHOCTDH U IIPU3HAHUE.
Hukto 06e3 paspelieHuss aBTOpa HeE MOXKET BOCIHPOHW3BOAUTH €r0 IPOU3BE/IEHUE,
PacCIpOCTPAHATH, IyOJIMYHO JIEMOHCTPUPOBATD, ITPO/IaBaTh, UMIIOPTUPOBATH, ITyCKaTh B IPOKAT,
MyOJIMYHO UCTIOTHATH, TOKA3bIBaTh/UCIIOTHATD B 3Upe WK pa3MeliaTs B IHTepHeTe.

Hcnosb3oBaHue "mUpaTrckoro" IPOrpaMMHOTO oOOecredeHHsi MOKET IMPHUBECTH K MHOTHM
pHUCKaM: OT IOTEePH JAaHHBIX K TBOMM aKKayHTaM JI0 OJIOKMPOBKU TBOErO0 YCTPOMCTBA, I/ie
yCTaHOBJIEHA HeJleraJibHas mporpaMmMa. He cTouT Tak»ke 3a0bIBaTh, YTO CYIIIECTBYIOT JIeTaJIbHbIE
U OecIIaTHbIE TPOTPaMMBbI, KOTOPbIE MOKHO HAHTHU B CETH.



O mopraJje

CeTeBUYOK.pd - TBOU IVIABHBIA COBETYUK B CETH. 371€Ch Thl MOXKEIlb y3HATh O OE€30IIaCHOCTH B
CEeTU TOHATHBIM U JIOCTYIIHBIM SI3BIKOM, a IPU BO3HUKHOBEHHUU KPUTHUYECKOU CHUTyaIluu
00paTUTHCS 32 COBETOM. A TaKKe IPUHATH ydacTHe B KOHKypCax U CTaTh CAMbIM ITMMPOBHIM
rpakJjaHuHOM!



